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A NEW PARTNERSHIP FOR INFORMATION SECURITY
The Commonwealth has contracted with Northrop Grumman to consolidate the maintenance and operation of the Commonwealth’s information system infrastructure and transfer many of the responsibilities to Northrop Grumman.  The standardization of procedures and operations, consolidation of servers and other hardware, and the restructuring of help desk and information structure staff are among the major changes commonly referred to as TRANSFORMATION.  
The Commonwealth’s Chief Information Officer and the Virginia Information Technologies Agency (VITA) are working towards a complete and successful TRANSFORMATION and continued optimal service from Northrop Grumman.  With Northrop Grumman owning and operating the Commonwealth’s information technology infrastructure, it has become increasingly important that agencies understand their continuing responsibilities. 
Under the Commonwealth’s Information Technology Governance Structure, agencies will continue to maintain control and operational responsibilities for their applications.  Agencies will need to exercise reasonable physical security over desk tops and laptop computers.  VITA and Northrop Grumman will have responsibility for securing the infrastructure, which deals primarily with servers, networks, and the data center.
This concept of shared information security is not a new concept and has existed since the 1960’s.  Since then, companies, including the state, have had large data centers where customers ran their applications and stored information but retained responsibility for determining who in their organization could access the information.

In today’s environment, Facebook, QuickBooks on-line, and other applications operate in this shared world.  Actually, some of these environments are more complex than what the Commonwealth is undertaking.
To deal with the changing environment, we at APA are also undergoing TRANSFORMATION to match what VITA and Northrop Grumman are doing.  We are working with auditors hired by Northrop Grumman to ensure that the various data center locations around the Commonwealth have an adequate security review.  The goal is to have these data centers become part of the new Northrop Grumman data center in Chester.  We are also working with these auditors to review the security of networks and whether Northrop Grumman is securing infrastructure and following approved processes for granting network access.
The TRANSFORMATION phase will be different for agencies that do not move their data to the new data center.  In those instances, what Northrop Grumman or the agency must do to maintain security will depend on the final location of the servers.  This phase will require us to work out who has what responsibility and whether the facility provides the same protections as the Chester location.

The Auditor of Public Accounts will continue to review and ensure that agencies have active programs to regularly review all information security.  This would include a review of who authorizes Northrop Grumman to have access to the agency’s network and whether the agency is providing the appropriate level of access security over their applications.

The final part of this new security framework is making sure that while you operate in the data center, you have all the services you need.  Not only do you need to consider backup and recovery, but also whether you have the appropriate disaster plan for your agency.  We will continue to monitor this phase of security.

Finally, “even old things are new to someone new” and the Commonwealth is at that point.
Previous topics are available at our website at http://www.apa.virginia.gov/articles.cfm

Contact information can be updated through e-mail to heather.barnes@apa.virginia.gov
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